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KEY OBJECTIVES

The application of Risk Management (RM) fundamentals are intended to help organizational leaders,
supporting staff, managers, analysts, and operational personnel with developing a framework to make risk
management an integral part of planning, preparing, and executing organizational missions.

The development of organization’s risk management framework is an essential element in promoting a risk-
informed culture enabling training, capability development, and integration across the organization to
strengthen and improve the organization’s long term viability. Risk Management fundamentals articulates a
desired end-state that organizations should aspire to achieve in promoting risk management.

The author’s viewpoints are not a substitute for independent thought or innovation in applying these principles
and concepts. Simply reading this whitepaper will not make one adept in managing risks, nor will attempting to
follow the ideas herein as if they were a checklist; rather, the whitepaper serves to shape how one thinks about
the issues that you are considering and should be applied based on the operating environment.

The Application of Risk Management whitepaper captures the theoretical underpinnings of organizational risk
management and articulates principles and practices that should be strived for across organizational decision
making. In doing so, this document should not be read as criteria to be evaluated against, but instead as a
statement of aspirations for improved organizational decision making, applied in a variety of operating
environments, many of which face constraints. Organizational practitioners should compare this whitepaper
herein against their own experience and think about why, when, and how it applies to their situation and area
of responsibility.

Purpose (To Propose)
The purpose of this document is to:

¢ Promote a common understanding of, and approach to, risk management;

Establish organizational practices that should be followed;
¢ Provide a foundation for conducting risk assessments and evaluating risk management options;

e Set the fundamental underpinning for institutionalizing a risk management culture through consistent
application and training on risk management principles and practices; and

o Educate and inform organizational stakeholders in risk management applications, including the
assessment of capability, program, and operational performance, and the use of such assessments for
resource and policy decisions.
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Audience

The principal audiences for Risk Management Fundamentals are DHS employees, including:

e Executives who establish strategic and operational priorities, select courses of action, and allocate
resources;

e Program Managers and Planners who turn executive decisions into actionable, implementable plans
and oversee the day-to-day execution of these plans;

e Operational Personnel who implement plans and programs using specific, tactical and operational risk
management tools; and

¢ Risk and Decision Analysts who collect, assess, and present risk information to help executives make
decisions, aid program managers and planners in explaining decisions and approaches to
stakeholders, and assist operational personnel in connecting their work to the desired outcome.

INTRODUCTION

Organizational Risks

The organization’s environment that is complex and filled with competing requirements, interests, and
incentives that must be balanced and managed effectively to ensure the achievement of key objectives. The
safety, security, and resilience of the organization are threatened by an array of hazards, including acts of
terrorism, malicious activity in cyberspace, pandemics, manmade accidents, transnational crime, corruption
and natural disasters.

At the same time, organizations must manage risks associated with workforce management, ecommerce,
acquisitions operations, and project costs to name a few. Collectively, these external and internal risks have
the potential to cause loss of life, injuries, negative psychosocial impact, environmental degradation, loss of
economic activity, reduction of ability to perform mission essential functions, and loss of confidence in
organizational capabilities.

It is the role of the organization to understand and manage these myriad risks. We live in a dynamic and
uncertain world where the past does not serve as a complete guide to the future. In addition, the systems that
provide the functions essential for a thriving society are increasingly intricate and interconnected. This means
that potential disruptions to a system are not fully understood and can have large and unanticipated cascading
effects throughout organization.

Compounding this complexity is the fact that future trends — such as technological advancements, global
climate change, asymmetric threats, and the evolving nature of the global economy — have the potential to
significantly alter the organization’s risk landscape in unexpected ways. Yet such emerging trends hold
promise as well as peril and should be understood and managed.
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Sound Decision Making

Establishing the capability and capacity to identify, understand, and address such complex challenges and
opportunities is the crux of risk management. Risk management is an approach for making and implementing
improved organizational decisions.

The application of Risk Management is the process for identifying, analyzing, and communicating risk and
accepting, avoiding, transferring, or controlling it to an acceptable level considering associated costs and
benefits of any decisions enacted.

To improve decision making, organizational leaders must practice foresight and work to understand known and
uncertain risks, as best they can, in order to make sound management decisions. These leaders need to
consider the risks facing the organization to make appropriate resource tradeoffs and align management
approaches.

Risk Management Value

At the organizational level, the application of risk management will complement and augment strategic and
operational planning efforts, policy development, budget formulation, performance evaluation and
assessments, and reporting processes.

Risk management will not impede adverse events from occurring; however, it enables organizational efforts to
focus on those things that are likely to bring the greatest risk impact, and employ approaches that are likely to
mitigate or prevent those incidents. Furthermore, the organization is made more resilient by anticipating,
communicating, and preparing for catastrophic events, both internal and external, through comprehensive and
deliberate application of risk management.

Risk management is not an end in and of itself, but rather part of sound organizational practices that
include:

¢ Planning,

o Preparedness,

e Program evaluation,

e Process improvement, and
e Budget priority development.

The value of a risk management approach or strategy to decision makers is not in the promotion of a particular
course of action, but rather in the ability to distinguish between various choices within the larger context. One
of the foundational concepts for organizations is the need to build resilient systems, committees, and
practitioners that are robust, adaptable and have the capacity for rapid recovery. Resiliency and risk
management are mutually reinforcing concepts.

Risk management contributes to the achievement of resilience by identifying opportunities to build resilience
into planning and resourcing to achieve risk reduction in advance of a hazard, as well as enabling the
mitigation of consequences of any catastrophic event.
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Establishing the infrastructure and organizational culture to support the execution of an organization’s risk
management is a critical requirement for achieving the organization’s RM goals. Risk management is essential
for organizational leaders in prioritizing competing requirements and enabling comprehensive approaches (the
science) to measure performance and detail progress.

Risk Management Applications

The practice of risk management allows for a systematic and comprehensive approach to organizational
decision making. Risk management promotes the development and use of risk analysis to inform
organizational decision making, to better inform selection among alternative strategies and actions, and to
evaluate the effectiveness of the activities undertaken.

Risk management applications include:

Strategic Planning

Organizational strategies should be designed to address the risks that a particular organization faces, taking a
long-term view to building capabilities that can mitigate risk through prevention, protection, response, and
recovery activities. Organizational strategies should shape how organizations approach building and sustaining
capabilities.

Capabilities-based Planning

Risk management allows planners to prioritize which capabilities might have the greatest return on investment
in preparedness activities. Risk management can also help identify which capabilities are most relevant to an
organization and identify potential capability gaps.

Resource Decisions

Risk management should be a key component of an evidence-driven approach to requesting and allocating
resources. By understanding risk, organizations can identify realistic capability requirements, fund projects that
bring the greatest return on investment, describe desired outcomes and how they will mitigate risk, and explain
the rationale (the Art of Science) behind those decisions in clear, objective, and transparent terms.

Operational Planning

Through risk management, organizations can better understand which scenarios are more likely to impact
them, what the consequences would be, what risks merit special attention, what actions must be planned for,
and what resources are likely to be needed, as well as what risks have the ability to negatively impact
operations.
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Exercise Planning

Risk management can be used to identify realistic scenarios for exercises, zeroing in on special threats and
hazards, as well as priority capabilities and applicable assets.

Real-world Events

Risk management can help decision makers weigh potential courses of action within a contextual
understanding of the risk of different threats and hazards to critical assets, geographic areas, and population
centers during a crisis.

Research and Development

Risk analysis can be used to inform decisions on filling organizational gaps and identifying opportunities that
may be best met with enhanced technologies and/or innovative solutions, thereby establishing priorities for
long-term research and development investments.

RISK MANAGEMENT PRINCIPLES

Risk management enables organizational leaders to distinguish between and among alternative actions,
assess capabilities, and prioritize activities and associated resources by understanding risk and its impact on
their decisions.

Standard risk management principles are not designed to promote uniformity or conformity; rather, they offer
broad guidance that should be uniquely tailored for the specific needs of each organization. While a “one-size-
fits-all” approach for the organization’s risk management is neither feasible nor desirable, all risk management
programs should be based on two key principles:

1. Risk management should enhance an organization’s overall decision making process and maximize its
ability to achieve its objectives.

2. Risk management is used to shape and control risk, but cannot eliminate all risk.
The key principles for effective risk management should include:

e Culture of Effort
e Transparency

o Adaptability

e Practicality

e Customization

Michael McCormick — October 2014




Principle Descriptions

Culture of Effort: The principal of culture of effort (risk appetite) reiterates that organizational risk

Risk management efforts should be coordinated and integrated among all partners, with shared or overlapping
risk management responsibilities, to include local or Federal governments, as well as the private sector, non-
governmental organizations, and international partners. Most organizational measures involve representatives
of different organizations (e.g. Insurance Companies), and it is important that there is unity of effort amongst
those charged with managing risks to ensure consistent approaches are taken and that there is a shared
perspective of risk challenges.

Transparency: The principle of transparency establishes that effective organization’s risk management
depends on open and direct communications.

Transparency is vitally important in organizational risk management due to the extent to which the decisions
involved affect a broad range of stakeholders. Transparency is important for the analysis that contributes to the
decision making. It includes the assumptions that supported that analysis, the uncertainty involved with it, and
the communications that follow the decision. Risk management should not be a “black box” exercise where
analysis is hidden. Those impacted by a risk management approach should be able to validate the integrity of
the approach.

This principle does not revoke the times when there is need for security of sensitive or classified information;
however, it does suggest that the processes and methodologies used for organizational risk management may
be shared even if the information is not. In turn, transparency will foster honest and realistic dialogue about
opportunities and limitations.

Adaptability: The principle of adaptability includes designing risk management actions, strategies, and
processes to remain dynamic and responsive to change through continuous maturity level assessments.

The organization’s landscape is constantly evolving as priorities, threats, and circumstances change, requiring
the organization to adapt to meet the expectations and requirements. The organization must be flexible in their
approach to managing risk. This means that organizational solutions must be dynamic. A changing world, filled
with adaptive adversaries, increased interdependencies, and new technologies, necessitates risk and security
measures that are equally adaptable.
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Practicality: The principle of practicality pertains to the acknowledgement that organizational risk
management cannot eliminate all uncertainty nor is it reasonable to expect to identify all risks and their

likelihood and consequences.

The limitation of managing organizational risk arises from the dynamic nature of organizational threats,
vulnerabilities, and consequences, as well as the uncertainty that is generally associated with assessing risks.
This is especially true when facing a threat from an adaptive adversary, such as cyber security threats from
employees, external individuals, organizations or foreign countries.

Organizational decisions often are made amidst uncertainty, but that uncertainty does not preclude the need
for useful analysis or well thought-out and structured decision making. Risk management is an effective and
important management practice that should lead to better-supported decisions and more effective programs

and operations.

Customization (Maturity Level): The principle of customization emphasizes that risk management programs
should evolve (Risk Maturity Levels) to match the needs and culture of the organization, while being balanced

within the specific decision environment they support.

Organizations and personnel should tailor the methods for the dissemination of risk information and decision
making and communications processes to fit the needs of their mission. The customization principle includes
ensuring that the organization’s risk management approach is appropriately governed and uses the best
available information. This assures that the risk management effort is systematic, timely, and structured based
on the values of the organization. However, the principle of customization does not supersede the need to
adhere to organizational standards, requirements, and operating procedures for risk management when there
is a requirement for working together to analyze risks and promote joint decision making.

Page |11
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RISK MATURITY LEVELS

Risk maturity levels consist of a predefined set of process areas. The maturity levels are measured by the
achievement of the specific and generic goals that apply to each predefined set of process areas.

The 10 characteristics of risk maturity:

©CoNo kWD E

Organizational Understanding & Commitment to Risk Management
Executive Level Risk Management Stewardship

Risk Communication

Risk Culture: Engagement & Accountability

Risk Identification

Stakeholder Participation in Risk Management

Risk Information & Decision Making Processes

Integrating Risk Management & Human Capital Processes

Risk Analysis & Quantification to Understand Risk & Demonstrate Value

10 Risk Management Focus on Value Creation

Risk Maturity Levels

Level 5:

The organization that has developed the ability to identify, measure, manages and monitors risks; risk
management processes are dynamic and adapt to changing risks and business cycles:

¢ Formal statements of risk appetite and tolerance exist and guide decision making
¢ Risk and risk management information is explicitly considered in decision processes
e Analysis is consistently applied, incorporating qualitative & quantitative techniques
¢ Risk management is viewed as providing a competitive advantage with a focus on optimizing risk-
reward trade-offs
Level 4:

There is a clear understanding of the organization‘s key risks and also a consistent execution of activities to
address these risks; some functional areas may employ more sophisticated techniques:

o The set of loss and tolerance guidelines are predetermined or developing
o Explicit consideration of risk and risk management information is taken in key decisions
e Analysis is consistently applied, incorporating both qualitative and quantitative techniques

Level 3:

The organization understands and is addressing its key risks; capabilities to measure, manage and monitor
risks are in place but may be inconsistent across the organization:
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e Guidelines for loss and risk tolerance are less developed
¢ Risk and risk management information is considered informally | implicitly in decision making
e Analysis is consistently applied, with a focus on qualitative approaches

Level 2:

There is inconsistent understanding, management and monitoring of key risks across the organization;
capabilities to consistently identify, assess, manage and monitor risks are limited:

¢ Risk management activities occur at the functional level rather than the enterprise level

¢ Risk management activities emphasize compliance

¢ Risk and risk management information is considered informally or implicitly in decision making, often
on an ad hoc basis

Level 1:

If the organization identifies and addresses risks it is done within silos only; components and activities of the
risk management process are limited in scope and implemented in an ad-hoc manner.
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THE RISK MANAGEMENT APPROACH

Organizational decision makers should employ a comprehensive approach to understanding and managing
risks so that they can enhance the quality of decisions throughout their organization — thus supporting the a
organizational policy for Integrated Risk Management. Doing so serves to improve decision making by allowing
organizations to attempt to balance internal and external sources of risk to achieve their strategy. This section
identifies the types of risks facing organizations, and sets forth some necessary practices for managing these
risks in an understandable way.

Internal Sources of Risk

Risks impacting organizational effectiveness arise from both internal and external sources. Examples of
internal sources are issues such as financial reporting, personnel reliability, and systems reliability. These
internal risks have the potential to derail effective operations and adversely affect mission accomplishment. A
comprehensive approach to risk management serves to identify weaknesses and assists in creating internal
systems and processes that minimize the potential for mission failure.

External Sources of Risk

Many organizations have additional risks to manage that are caused by external factors. Examples include
global, political, and societal trends, as well as hazards from natural disasters, terrorism, and malicious activity
in cyberspace, pandemics, transnational crime, and manmade accidents. It is these hazards and threats that
caused the Nation to make a significant commitment in homeland security, and it is important that the risks
from external threats remain at the forefront of consideration for organizational organizations.

“Threat is a natural or man-made occurrence, individual, entity, or action that has or indicates the potential to
harm life, information, operations, the environment, and/or property.”

Organizations should implement comprehensive risk management approaches to ensure all internal and
external risks are considered in a holistic way. Organizations must manage risks as a system, while
considering the underlying factors that directly impact organizational effectiveness and mission success.

In order to consider the whole of organizational risks, the categories in the following Table 1 (page 12) help to
define the framework for an organization as it establishes a comprehensive approach to risk management.
Identifying and understanding risks and their interactions ensures organizational leaders have a more complete
perspective to manage risks and promote organizational effectiveness.
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Table 1: Organizational Risk Categories

Risk Categories

Strategic Risks

Operational Risks

Organizational Risks

Risk that affects an
organization’s vital
interests or execution of a
chosen strategy, whether

Risk that has the potential
to impede the successful
execution of operations

Risk associated with an
organization’s ability to
develop and maintain
effective management

Definition . . - practices, control
imposed by external with existing resources, .
. o systems, and flexibility
threats or arising from capabilities, and .
. and adaptability to meet
flawed or poorly strategies. o
: organizational
implemented strategy .
requirements.
These risks threaten an These risks are less
organization’s ability to . . , obvious and typicall
g. . y Operational risks include .yp_ y
achieve its strategy, as . come from within an
o those that impact o .
well as position itself to . organization. Institutional
. . personnel, time, , .
recognize, anticipate, and . . risks include factors that
materials, equipment,
respond to future trends, ) . can threaten an
. i tactics, techniques, e -
Description conditions, and organization’s ability to

challenges. Strategic
risks include those factors
that may impact the
organization’s overall
objectives and long-term
goals.

information, technology,
and procedures that
enable an organization to
achieve its mission
objectives.

organize, recruit, train,
support, and integrate the
organization to meet all
specified operational and
administrative
requirements.

Key Business Practices

Effective management of risk is fostered and executed through a few key requirements. First and foremost, an
organization must employ risk management with commitment and active participation by its leadership. If
decision makers within an organization fully endorse and prioritize risk management practices, then employees
at all levels will strive to understand and adopt risk management principles. Furthermore, risk management is
only effective if it is used to inform decision making. This means that for risk management efforts to be
successful, leaders must support risk management practices and incorporate risk information into their
decision making processes (e.g. Governance or Executive Committees).

Second, managing risk requires a consistent approach across the organization. Although processes do not
need to be identical, they should facilitate the ability to compare risks, as required, across the organization and
provide reasonable assurance that risk management can be conducted coherently. Managing risk as a system
allows for greater situational awareness of how varied risks and mitigation efforts may impact other activities.
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Third, an organization must be able to view risk on a comprehensive, enterprise-wide basis. Most risk
information is viewed by the individuals responsible for managing particular risks, who are not necessarily able
to see how risks can affect other parts of the organization or to see the cumulative risks the organization faces.
Thus, an organization requires some sort of function that allows for information to cascade up, providing its
leadership with an organization-wide view of its risks so as to promote better tradeoff decisions and enhance
application of foresight.

Driving Risk Results

Organizations achieve results from risk in three interrelated ways:

¢ Risk Mitigation: In a worst-case scenario, an organization’s risks can proliferate at a far faster rate
than its ability to provide coverage. Organizations need to have the ability to identify and address key
risk areas and the ability to quickly close the gaps.

e Cost Reduction: For many organizations, finding cost efficiencies in every facet of the organization
continues to be critical to survival in this volatile economic environment.

¢ Value Creation: Many organizations are looking for ways where risk and control management can help
improve business performance.

Enhance Risk Strategy

Effective risk management starts with clarity around risk strategy and governance. It is critical for companies to
have proper oversight and accountability at the board and executive levels. An enhanced governance
structure, board-level reporting and communications result in improved visibility, accountability, transparency
and strategic decision-making.

Enhancing risk strategy enables organizations to more effectively anticipate risk. However, it is equally
important to develop reactive strategies that enable the organization to respond quickly if a risk does
materialize. Risk is inherent in every business.

e Two-way open communications about risk with external stakeholders.

e Transparent and timely communication, providing relevant information that conveys the decisions and
values of the organization.

e The board or management committee plays a leading role in defining risk management objectives.

e A common risk framework has been adopted and implemented across the organization.

Embed Risk Management

Organizations that embed risk management practices into business planning and performance management
are more likely to achieve strategic and operational objectives.
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So what are top performers doing right?

e There is a formal method for defining acceptable risk thresholds within the organization.

e Stress tests are used to validate risk tolerances.

e Leadership has put in place an effective risk management program.

e Planning and risk reporting cycles are coordinated so that current risk information is incorporated into

business planning.

Optimize Risk Management Functions

As an organization changes and grows, its risk, control and compliance activities often become fragmented,
siloed, independent and misaligned.

This has an impact on both the governance oversight and the business itself.
By taking the following steps, an organization can reduce its risk burden (overlap and redundancy), lower its
total costs, expand coverage and drive efficiency.

So what are top performers doing right?

o Completion of risk-related training is incorporated into individual performance.

e Risk monitoring and reporting tools are standardized across the organization.

e Integrated technology enables the organization to manage risk and eliminates or prevents redundancy
and lack of coverage.

e Overlap and duplication of risk activities have been identified and are being addressed.

Improve Controls and Processes

Although organizations understand the value of building controls and processes that focus on risk, many
organizations still struggle to create optimal control environments that balance cost with risk. By optimizing
controls around key business processes, harnessing automated versus manual controls, and continuously
monitoring critical controls and KPIs, organizations can improve performance and reduce the cost of controls
expenditures.

So what are top performers doing right?

e Lines of business have established key risk indicators (KRIs) that predict and model risk assessment.

e Self-assessment and other reporting tools are standardized across the business.

e Controls have been optimized to improve effectiveness, reduce costs and support increased business
performance.

o Key risk metrics have been established at the business level.
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Enable risk management, communicate risk coverage

Making a move from being risk-averse to risk-ready may require a significant culture shift.

Organizations will want an executive champion to lead it, as well as tone-from-the-top support and executives
who lead by example. Risk management is about changing the culture of the business. Organizations will want
to communicate openly and often with all stakeholders. For greater assurance, organizations should provide
stakeholders with independent, third-party verification.

Organizations also need to leverage their technology for maximum benefit. This does not mean risk initiatives
should be technology-led. Rather, technology should be an enabler of change. Current Governance, risk
management, and compliance (GRC) tools have the ability to enable an entire risk agenda.

However, organizations need to ensure that any risk-focused IT strategy aligns with broader risk and business
strategies and the development of a Project Management Office (PMO) with quantitative managed objectives
are established with portfolio and regulatory compliance tracking to achieve statistically analyzed processes.

So what are top performers doing right?

e Issue tracking, monitoring and reporting are regularly performed using GRC software.

e Risk dashboards are automated and include governance, risk and compliance indicators.
o Risk identification and assessment are regularly performed using GRC software.

e Internal and external audits.

e Organizational Risk Maturity survey assessments.
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GRC FUNDAMENTAL COMPONENT: RISK ONTOLOGY

At the heart of GRC is adopting a coordinated, coherent approach to risk management across the organization,

and core to that objective is developing and adopting a risk ontology.

What is Risk Ontology?

In the information sciences, ontology “formally represents
knowledge as a set of concepts within a domain, and the
relationships between those concepts. It can be used to reason
about the entities within that domain, and may be used to
describe the domain”.

Some people think of ontologies as simply a nomenclature —
but ontology is much more than a shared index, vocabulary or
taxonomy.

A Risk Ontology, for example, would include a model with the
definition of objects and concepts, and how they relate to one
another. It would include rules about how concepts interact,
and provide a basis for calculations and analytics. It would
provide a basis for establishing consensus on the meaning of
risk terms, and a model that explains their use.

Organizations manage risk by identifying it, analyzing it and
then evaluating whether the risk should be modified by risk
treatment in order to satisfy their risk criteria — those concepts,
and definitions of risk criteria — most importantly appetites,
thresholds, rating schemes — can be part of a risk ontology
shared by everyone.

What’s in a Risk Framework?

ey

Governance, Risk & Compliance (GRC)

Here are main things you want to get defined in a risk framework — this is a subset of the GRC Ontology; the

core or ‘engine’ of risk management.

e Risk hierarchy; which includes Class and Type
e Mitigating Controls (and procedures)
e Risk Scores, and

e Metrics

Risks Scores (inherent and residual) will come as a by-product of assessments and can change.
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Risk Framework: Five Easy Steps

Let’s look at Five Easy (some may say not so easy...) steps to get started. Remember that core to GRC is
adopting a coordinated, coherent approach to risk management across the organization, built on a common
risk ontology. And, at the core of a risk ontology, is a risk framework.

Quick review: Risk Frameworks provide risk management programs with better:

o Coordination - Provide a basis for coordinating risk across many activities in the organization.

e Consistency - Since all activities across the organization involve risk, a Risk Framework can be
consistently applied to an entire organization, at its many functions, projects and activities.

e Visibility — While no single definition of risk exists, adoption of consistent concepts within a
comprehensive framework can help the organization improve visibility into the true risk profile.

e Governance — Risk Frameworks can help the organization establish governance and manage risk
more effectively, efficiently and coherently both internally and externally with 3rd parties.

o Flexibility — A Risk Framework, probably designed, can support variations of approaches, definition of
threats and risk criteria across internal organization functions, partners and customers.

e GRC Technology Platform Value — Risk Frameworks are essential for driving value out of GRC
technology platforms and enabling tools; they are only as good as the underlying frameworks,
processes and procedures that define their use.
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ENTERPRISE RISK MANAGEMENT (ERM)

In business includes the methods and processes used by organizations to manage risks and seize
opportunities related to the achievement of their objectives. ERM provides a framework for risk management,
which typically involves identifying particular events or circumstances relevant to the organization's objectives
(risks and opportunities), assessing them in terms of likelihood and magnitude of impact, determining a
response strategy, and monitoring progress. By identifying and proactively addressing risks and opportunities,
business enterprises protect and create value for their stakeholders, including owners, employees, customers,
regulators, and society overall. ERM can also be described as a risk-based approach to managing an
enterprise, integrating concepts of internal control, Sarbanes—Oxley Act, and strategic planning.

ERM is evolving to address the needs of various stakeholders, who want to understand the broad spectrum of
risks facing complex organizations to ensure they are appropriately managed. Regulators and debt rating
agencies have increased their scrutiny on the risk management processes of c